
Data protection 

 

Responsible for data processing and processor 

The person or body who decides on the means and purposes of the processing of personal data is referred 

to as the controller, Art. 4 No. 7 GDPR. A processor is anyone who processes personal data on behalf of the 

controller, Art. 4 No. 8 GDPR.  

 

The controller for this website and for data processing regarding the processing of requests and contact 

forms, as well as the creation and management of user accounts is: 

 

Das Lab GmbH (hereinafter: "DasLab") 

Managing Director: Dr. Daniel Fallscheer  

Kurfürstendamm 194 

10707 Berlin 

Email: contact@daslab.de 

 

DasLab's data protection officer is: 

ISiCO Datenschutz GmbH 

Email: dpo@daslab.de 

 

Please note that the respective provider (e.g. the respective test center) itself is responsible for the 

processing of your personal data in connection with the bookings within the meaning of Art. 4 No. 8 GDPR. 

In particular, with regard to the collection of data for the performance of the tests as well as the 

transmission of results to the patient, DasLab acts only in its capacity as a processor. The following 

information on data protection (No. 1 ff.) informs you about the processing of personal data by DasLab as 

the responsible party and as a processor. Please also refer to the data protection provisions of the 

respective provider (e.g. test center). 

 

1. PROCESSING OF YOUR DATA 

We process personal data from you (see section 1.6) only insofar as this is necessary for the provision of 

our functional website and our content and services (see section 1.7). The processing is regularly carried 

out only after your consent. An exception applies in those cases where processing is permitted by legal 

regulations. This is described below. 

 

1.1 AUTOMATED DATA COLLECTION 

When you access our website, your end device automatically transmits data for technical reasons. When 

you visit our website, we collect the following data, which is technically necessary to display our website to 

you and to ensure stability and security: URL accessed, date and time of access, referrer, IP address. This 

(non-personal) data is stored exclusively for technical reasons and to ensure the security of our website. 



The aforementioned data is stored separately from other data that you may transmit to us. The legal basis 

for data processing is Art. 6 para. 1 sentence 1 point f of the GDPR. 

 

1.2 CONTACT FORM AND INQUIRIES 

If you send us inquiries via our contact form, the information you provide in the contact form, including the 

contact data you enter there, will be stored and used for the purpose of processing the inquiry. This also 

applies if you send us inquiries by e-mail or other means. Mandatory information is marked in the contact 

form. If you do not provide this information, we may not be able to process your request. Further 

information is provided voluntarily. The processing of your personal data to this extent is necessary in order 

to be able to accept and process your request, Art. 6 para. 1 point b of the GDPR and otherwise Art. 6 para. 

1 point f of the GDPR due to our legitimate interest that you contact us and we can answer your request.  

 

1.3 PERFORMANCE OF THE SERVICE 

To perform a service of any kind (such as a rapid antigen test, sometimes referred to as a point-of-care test 

or PoC test, or a vaccination), you register on the website or via our app. This requires you to provide a 

valid email address or mobile phone number that you actually use. We will send you a confirmation link or 

code to this email address or mobile phone number, which you will need to complete the registration. The 

processing of the personal data is necessary to perform the service you have requested, Art. 6 para. 1 

sentence 1 point b GDPR.  

 

The result of the service requested by you will be entered into the database of our website by the persons 

performing the service and will only be available for you to view. You will receive a notification as soon as 

the entry has been made. You can view the result in the protected area of the website after logging in. The 

result is a health data within the meaning of Art. 9 (1) GDPR as a special category of personal data. Das Lab 

initially receives your personal data (e.g., your test result) in the role of processor of the respective provider 

(e.g., the respective test center). However, in connection with your previous registration with Das Lab, Das 

Lab subsequently also processes this data as a data controller in order to be able to display all of your test 

results (i.e. regardless of the specific provider) that you book on our website in your account. The legal 

basis for the processing is in each case your consent, Art. 9 para. 2 point a GDPR.  

In some cases, there is an obligation under Section 8 of the Infection Protection Act (IfSG) to report a result 

to the relevant health authority / public body or institute. In particular, this is mandatory in the case of a 

positive test result for COVID-19. In such cases, especially the physicians responsible for performing the 

service (in this case, testing for COVID-19) who fall under § 24 of the Infection Protection Act (IfSG) are 

obligated to report the positive test result with name identification and other information to the 

responsible health office in accordance with § 9 of the Infection Protection Act (IfSG).  

For a detailed list of the data, see section 1.6. In accordance with the aforementioned requirement, your 

health data will be processed in each case to fulfill the legal obligation pursuant to section 22 (1) no. 1 point 

c Federal Data Protection Act. 

With the exception of registration, we provide the aforementioned services as a processor of the person 

responsible for the implementation of the service and, as persons involved in the professional activities of 

the responsible physicians, are included in the medical confidentiality obligation pursuant to Section 203 of 

the German Criminal Code (StGB). 



 

1.4 BOOKING FOR ADDITIONAL PERSONS 

The booking of an appointment for additional persons is only permitted insofar as the person making the 

booking has obtained the prior consent of the additional persons to the processing of their personal data. 

The person making the booking must inform the additional persons about the Privacy Policy. Furthermore, 

it should be ensured that the additional persons for whom booking is made agree to the result of the 

booked service being uploaded in the user profile of the person making the booking.  

Should the processing of the data take place without the prior consent of the additional persons for whom 

booking is made, the Booking Party is not only in breach of DasLab's Terms and Conditions, but could also 

be criminally liable.  

 

1.5 BOOKING FOR MINORS 

Parents/guardians may book for the child without the child's consent as long as the child is still a minor 

(under 18 years of age), as well as receive the result of the booked service.  

Should a minor wish to book an appointment via our platform, this requires the prior consent of the 

parent/guardian.  

 

1.6 SUMMARY OF ALL PERSONAL DATA COLLECTED DURING THE BOOKING AND PERFORMANCE OF THE 

SERVICE IN ACCORDANCE WITH SECTION. 1.3 CAN BE COLLECTED 

During the booking process and the test execution, the following data is collected: Name, gender, age, 

payment information, address, email address and/or phone number, information about children or 

additional people if booking for them, date of trial, feedback information, customer support requests. 

Optional:  

If issuance of a travel certificate is requested, the ID number (ID card/passport) must be provided. 

However, the request is optional and if the ID number is not provided, no travel certificate can be issued. 

Optionally, you (the patient) can also indicate whether COVID-19 symptoms are present, so that enhanced 

security measures can be taken by the provider you have chosen (e.g. test center). 

The data will be forwarded to health authorities in the event of a positive test result:  

In addition, further data will be collected depending on the setting of the cookies. Please find this 

information under "2 Cookies".  

 

1.7 PURPOSES OF THE COLLECTION OF YOUR PERSONAL DATA BY THE LAB AS THE RESPONSIBLE PARTY 

We collect your personal data only for the following purposes: Accessing the result of the service on your 

part; sending a (service) booking confirmation; viewing the status of your service on your part and in case 

of technical complications; sending information about new service, sites and services; general statistics, 

help with support requests, delivery of products and delivery status; providing your data to third parties 

enabling the functioning of the service (centers, laboratories, doctors, nurses, hospitals, health insurances, 

governments/health departments/public bodies/institutes (in case of legal obligations; in particular COVID-



19 reporting and vaccination documentation)), payment platforms (Stripe, Apple Pay, Paypal), hosting sites 

(AWS, Apple, Google), telecommunication providers (Twilio, Messagebird), and other partners and 

customers of our services such as an employer when performing business services (such as testing or 

vaccination); improving service, support and quality of service by transferring your data to third party 

providers (passport organisations, analytics software, software development tools, bug finding services, 

security services, testing and maintenance tools). 

 

2 COOKIES 

We use so-called "cookies" on our website to provide you with an extensive range of functions and to make 

the use of our websites more comfortable. "Cookies" are small files that are stored on your computer with 

the help of your internet browser. You can also view our website without cookies. Most internet browsers 

accept cookies automatically. By entering the website for the first time, you have the option to agree to 

cookies. By the default setting "Settings by Default" only necessary cookies are allowed, which are 

indispensable for the functioning of the website and do not require consent. In addition, you have the 

option to agree to further cookies. The use of the preference/statistics/marketing cookies would then be 

based on Art. 6 (1) lit. a DSGVO. The names and benefits of the cookies can be found below:  

 

Necessary cookies: Help make a website usable by enabling basic functions such as page navigation and 

access to secure areas of the website. Without these cookies, the website cannot function properly. 

 

Preference cookies: Allow a website to store information that changes the behaviour or appearance of the 

website, such as your preferred language or the region you are in. 

 

Statistics cookies: Help website operators understand how visitors interact with websites by collecting and 

reporting information anonymously. 

 

Marketing cookies: Are used to track visitors across websites. The intent is to serve ads that are relevant 

and engaging to individual users, making them more valuable to publishers and third-party vendors. 

 

Necessary cookies are required to ensure the delivery of our services on the website. 

 

Below is an overview of the cookies used on our website (necessary cookies without your consent and the 

remaining cookies only with your consent). 

 

Necessary Cookies 

Name Provider Purpose Expiry Type 

CookieConsent [x3] Cookiebot Stores the user's cookie consent state for 1 year HTTP 

https://www.cookiebot.com/goto/privacy-policy/


Name Provider Purpose Expiry Type 

the current domain 

smartlook_ban_reason [x2] dashboard.daslab.app 

web.daslab.app 

This cookie is used to detect errors on the 

website - this information is sent to the 

website's support staff in order to 

optimise the visitor's experience on the 

website. 

Persistent HTML 

vuex [x2] dashboard.daslab.app 

web.daslab.app 

Registers whether the user is logged in. 

This allows the website owner to make 

parts of the website inaccessible, based on 

the user's log-in status. 

Persistent HTML 

scandit-device-id dashboard.daslab.app Pending Persistent HTML 

m Stripe Determines the device used to access the 

website. This allows the website to be 

formatted accordingly. 

2 years HTTP 

__stripe_mid Stripe This cookie is necessary for making 

credit card transactions on the website. 

The service is provided by Stripe.com 

which allows online transactions without 

storing any credit card information. 

1 year HTTP 

__stripe_sid Stripe This cookie is necessary for making 

credit card transactions on the website. 

The service is provided by Stripe.com 

which allows online transactions without 

storing any credit card information. 

1 day HTTP 

 

 

 

 

Preference Cookies 

 

Name Provider Purpose Expiry Type 

CookieConsentBulkSetting-# Cookiebot Enables cookie consent across multiple websites Persistent HTML 

f7router-view_main-

history [x2] 

dashboard.daslab.app 

web.daslab.app 

Pending Persistent HTML 

i18n_redirected daslab.app Determines the preferred language of the visitor. 

Allows the website to set the preferred language upon 

the visitor's re-entry. 

1 year HTTP 

 

Statistic Cookies 

Name Provider Purpose Expiry Type 

smartlook_ban_expire [x2] dashboard.daslab.app 

web.daslab.app 

Collects information on user preferences and/or 

interaction with web-campaign content - This is used on 

CRM-campaign-platform used by website owners for 

Persistent HTML 

https://stripe.com/dk/privacy
https://stripe.com/en-gb/privacy
https://stripe.com/en-gb/privacy
https://www.cookiebot.com/goto/privacy-policy/


Name Provider Purpose Expiry Type 

promoting events or products. 

_ga Google Tag 
Manager 

Registers a unique ID that is used to generate statistical 

data on how the visitor uses the website. 

2 years HTTP 

_ga_# Google Tag 
Manager 

Used by Google Analytics to collect data on the number 

of times a user has visited the website as well as dates for 

the first and most recent visit. 

2 years HTTP 

ajs_anonymous_id web.daslab.app This cookie is used to identify a specific visitor - this 

information is used to identify the number of specific 

visitors on a website. 

1 year HTTP 

 

ajs_anonymous_id web.daslab.app This cookie is used to count how many times a website 

has been visited by different visitors - this is done by 

assigning the visitor an ID, so the visitor does not get 

registered twice. 

Persistent HTML 

 

 

Marketing Cookies 

Name Provider Purpose Expiry Type 

ajs_user_id web.daslab.app Collects data on visitors' preferences and behaviour on the website - This 

information is used make content and advertisement more relevant to the 

specific visitor. 

Persistent HTML 

 

You have the option to change your cookie settings at any time either on the website through a link at the 

bottom of the webpage or in your user account.  

 

Cookie consent with Cookiebot 

Our website uses the cookie consent technology of Cookiebot to obtain your consent to the storage of 

certain cookies on your terminal device and to document this in accordance with data protection law. The 

provider of this technology is Cybot A/S, Havnegade 39, 1058 Copenhagen, Denmark (hereinafter 

"Cookiebot"). 

 

When you enter our website, a connection is established to Cookiebot's servers to obtain your consents 

and other declarations regarding cookie use.  

Subsequently, Cookiebot stores a cookie in your browser in order to be able to assign the consents granted 

to you or their revocation. The data collected in this way will be stored until you request us to delete it, 

delete the Cookiebot cookie yourself or until the purpose for storing the data no longer applies. Mandatory 

legal storage obligations remain unaffected.  

 

Cookiebot is used to obtain the legally required consent for the use of cookies. The legal basis for this is Art. 

6 para. 1 point c of the GDPR. 

 

https://policies.google.com/privacy
https://policies.google.com/privacy
https://policies.google.com/privacy
https://policies.google.com/privacy


3 EMAILS AND SMS 

We use the service providers Gmail, Sendgrid and Twilio for sending emails and SMS. The companies act for 

us as so-called (sub-) processors within the meaning of Art. 28 GDPR. You will receive emails and SMS, for 

example, as a login confirmation, when you reset your password, when you send a request, receive a 

request or receive a response to a request. The service providers are located in the USA and maintain their 

data storage and data processing centers in the USA. We explain what this means for you in section 11 

"Data processing by the US companies". The data processing is carried out to fulfill the contractual 

relationship of the responsible provider with you, Art. 6 para. 1 sentence 1 point b GDPR. 

 

4 HOSTING THIS WEBSITE 

We use Amazon Web Services (AWS) provided by Amazon Web Services Inc, P.O.. Box 81226, Seattle, WA 

98108-1226, United States of America for hosting this website, whereby we use server locations in 

Germany. AWS acts for us as a so-called (sub-) processor in the sense of Art. 28 GDPR. Accordingly, AWS 

may only process personal data in accordance with our instructions and is contractually bound to technical 

and organisational measures for data protection. AWS is located in the USA and offers a very high standard 

of data protection and data security. However, AWS' server location for our services is in Frankfurt and is 

also contractually limited to Frankfurt only. Furthermore, AWS has explicitly committed to comply with the 

requirements of the GDPR. You can find more information about AWS' data privacy compliance here: 

https://aws.amazon.com/de/compliance/gdpr-center/ 

 

Nevertheless, AWS is a US company and what this might mean for you, we explain in section 11 "Data 

processing by US companies". The data processing is carried out to fulfill the contractual relationship of the 

controller with you, Art. 6 para. 1 sentence 1 point f of the GDPR. 

 

5 THIRD-PARTY CONTENT 

We have also integrated content and functionalities from third-party providers on our website. The content 

in question is regularly loaded from the servers of the respective providers, so that your end device 

transmits certain technically necessary data to the third-party provider. In particular, it is not excluded that 

these providers can take note of the IP address assigned to you. The integration is regularly carried out by 

the programming language JavaScript. You can prevent the integration in these cases by installing a 

JavaScript blocker, for example. Insofar as personal data is processed in this context, this is done on the 

basis of our legitimate interests in being able to provide our users with the relevant content and 

functionalities and to be able to operate our website economically, as well as the circumstance that your 

legitimate interests are not overridden, Art. 6 (1) point f of the GDPR.  

 

Specifically, we use the following services:  

Google Maps of Google LLC, 1600 Amphitheatre Parkway Mountain View, California 94043, USA ("Google") 

to display maps. Google is a service provider based in the USA. For the use of Google Maps, the IP address, 

information about the device used as well as location and movement data are transmitted to Google. We 

explain what this means for you in section 11 "Data processing by the US companies". You are free to 

choose not to use Google Maps. We require your express consent to use the embedding of Google Maps in 

https://aws.amazon.com/de/compliance/gdpr-center/


our offers, Art. 6 (1) sentence 1 point a GDPR. Whether you want to give this consent, we therefore ask you 

before activating the map function. The use of our services is also possible without using the map function 

of Google Maps. For more information on data protection at Google, please visit 

https://privacy.google.com/businesses/compliance/#!?modal_active=none  

 

6 TRACK-BASED ANALYSIS, REMARKETING TOOLS 

In order to continuously improve and optimise our offer, we use so-called tracking technologies. 

 

Google Analytics: 

Our website also uses Google Analytics, a web analytics service provided by Google Ireland Limited, Gordon 

House, Barrow Street, Dublin 4, Ireland (hereinafter "Google"). Google Analytics uses so-called "cookies", 

i.e. text files that are stored on the customer's computer and enable an analysis of the customer's use of 

the website. The information generated by the cookie about the use of this website (including the IP 

address) is transmitted to a Google server and stored there. Google will use this information for the 

purpose of evaluating the customer's use of the website, compiling analyses of website activity for website 

operators and providing other services relating to website activity and internet usage. Google may also 

transfer this information to third parties where required to do so by law, or where such third parties 

process the information on Google's behalf. Google will not associate the IP addresses of customers with 

any other data held by Google. The customer is entitled to prevent the installation of these cookies by 

setting the browser accordingly; however, the customer is informed that in this case not all functions of this 

website can be used to their full extent. By using this website, the customer consents to the processing of 

data collected by Google in the manner and for the purposes set out above. More information on Google 

Analytics and data protection can be found at https://tools.google.com/dlpage/gaoptout?hl=de. 

 

The following Google Analytics advertising features are enabled: 

● Remarketing with Google Analytics 

● Google Impression reporting for the Display Network 

● Google Analytics demographics and interest reports 

● Integrated services where Google Analytics collects data via advertising cookies and identifiers. 

Using these advertising features, Google Analytics may collect additional user data through Google 

advertising cookies (more information at https://www.google.com/policies/technologies/types/) and 

identifiers, as well as data collected through a standard Google Analytics implementation. 

 

However, Google Analytics is only used if you agree to the statistics cookies (as described under "2 

Cookies''). You can read more about Google Analytics cookies under point "2 Cookies'' of this Privacy Policy.  

 

7 LEGAL OBLIGATION TO TRANSFER DATA 

We may be subject to a specific legal or statutory obligation to provide the lawfully processed personal 

data to third parties, in particular to public bodies (Art. 6 para. 1 sentence 1 point c GDPR). 

https://privacy.google.com/businesses/compliance/#!?modal_active=none
https://tools.google.com/dlpage/gaoptout?hl=de.
https://www.google.com/policies/technologies/types/


 

8 DURATION OF THE STORAGE 

Your personal data will be stored by the respective data controller for as long as it is necessary for the 

aforementioned purposes of processing, in the event of an objection there are no compelling reasons 

worthy of protection for the data controller, or in the event of a revocation there is no other legal basis for 

the data processing. However, in certain cases, e.g. if there is a legal obligation to retain data, your personal 

data will not be deleted immediately, but will first be blocked (see section 8).  

 

9 DELETION OF YOUR DATA 

Unless otherwise specified, we will delete or anonymise your personal data as soon as it is no longer 

required for the purposes for which we collected or used it in accordance with the above paragraphs. We 

also continue to retain your data if we are required to do so for legal reasons Art. 6(1)(c) GDPR or if the 

data is longer needed for criminal prosecution or to secure, assert or enforce legal claims Art. 6(1)(f) GDPR. 

In these cases, we will restrict the processing of the data. The data will then no longer be available for any 

other use. 

 

10 YOUR RIGHTS AS A DATA SUBJECT 

As a person affected by data processing, you have the rights listed below. To assert your rights, you can 

contact the above-mentioned contact addresses (data controller and data protection officer).  

 

10.1 RIGHT TO INFORMATION 

You have the right to receive from us at any time upon request information about the personal data 

processed by us that concerns you to the extent and under the conditions of Art. 15 GDPR and § 34 Federal 

Data Protection Act.  

 

10.2 RIGHT TO CORRECT INACCURATE DATA 

In accordance with Art. 16 GDPR, you have the right to demand that we immediately correct the personal 

data concerning you if it is incorrect. 

 

10.3 RIGHT TO DELETION 

You have the right, under the conditions described in Art. 17 GDPR and § 35 Federal Data Protection Act, to 

demand that we delete the personal data concerning you. These conditions provide in particular for a right 

to erasure if the personal data is no longer necessary for the purposes for which it was collected or 

otherwise processed, as well as in cases of unlawful processing, the existence of an objection or the 

existence of an obligation to erase under Union law or the law of the Member State to which we are 

subject.  

 



10.4 RIGHT TO RESTRICTION OF PROCESSING 

You have the right to demand that we restrict processing in accordance with Art. 18 GDPR. This right exists 

in particular if the accuracy of the personal data is disputed between the data subject and us, for the 

duration that the verification of the accuracy requires, as well as in the event that the data subject requests 

limited processing instead of erasure in the case of an existing right to erasure; furthermore, in the event 

that the data are no longer necessary for the purposes pursued by us, but the data subject requires them 

for the assertion, exercise or defence of legal claims, as well as if the successful exercise of an objection is 

still disputed between us and the data subject.  

 

10.5 RIGHT TO DATA PORTABILITY 

You have the right to receive from us the personal data concerning you that you have provided to us in a 

structured, common, machine-readable format in accordance with Art. 20 GDPR.  

 

10.6 RIGHT TO OBJECT 

You have the right to object at any time, on grounds relating to your particular situation, to the processing 

of personal data concerning you which is carried out, inter alia, on the basis of Art. 6(1)(e) or (f) GDPR, in 

accordance with Art. 21 GDPR. We will stop processing your personal data unless we can demonstrate 

compelling legitimate grounds for the processing which override your interests, rights and freedoms, or the 

processing serves the purpose of asserting, exercising or defending legal claims.  

 

10.7 DATA PROCESSING WHEN EXERCISING YOUR RIGHTS 

We process the personal data you provide to exercise your rights in order to implement these rights and to 

be able to provide evidence thereof. This processing is a legal obligation within the meaning of Art. 6 (1) 

point c GDPR.  

 

10.8 RIGHT TO COMPLAIN 

You also have the right to contact the competent supervisory authority in Berlin (Berlin Commissioner for 

Data Protection and Freedom of Information, Friedrichstr. 219, 10969 Berlin, Germany 

(https://www.datenschutz-berlin.de/) if you believe that a processing of your personal data by us violates 

data protection regulations.  

 

11 DATA PROCESSING BY US COMPANIES 

We use several vendors as (sub)processors to provide our services that are either located in the US or have 

group companies or parent companies that are located in the US.  

It is possible under U.S. law that U.S. companies may be required, by a court order, to transfer to U.S. law 

enforcement agencies or U.S. intelligence agencies data they receive from the EU or that is stored in 

European-managed clouds. Under U.S. law, companies based in the U.S. must make every effort available 

to them to comply with a court order that deems data necessary for U.S. law enforcement or U.S. 

intelligence activities. U.S. companies typically challenge such orders with all legal remedies available to 

https://www.datenschutz-berlin.de/


them. AWS, for example, guarantees this. We also have our contractual partners guarantee compliance 

with European data protection law by concluding so-called standard contractual clauses adopted by the EU 

Commission. Nevertheless, there remains a risk that the data may have to be released to U.S. authorities by 

legally binding order of a U.S. court. This risk cannot be ruled out. However, we consider this risk to be 

acceptable because we make all reasonable efforts to exclude this possibility and we are convinced that the 

benefits of the special quality of the services we receive from our contractual partners outweigh the 

possible risks. In addition, we are convinced that the U.S. authorities do not access data of EU citizens 

arbitrarily, but only for important reasons to avert significant threats to public security. Thus, it is also 

within the sphere of influence of the individual user whether U.S. authorities deem it necessary to access 

the user's data. We are not aware of any mass data requests from the USA; we consider them to be 

practically impossible. Nevertheless, against this background you are of course free to refrain from using 

our services. We are constantly monitoring developments and will react immediately if the situation 

changes. 

 

12 CHANGES TO THE PRIVACY POLICY 

In the context of the further development of data protection law and technological or organisational 

changes, our data protection notices are regularly reviewed to determine whether they need to be adapted 

or supplemented. You will be informed of any changes in particular on our German website at  

[https://daslab.health/privacy]. 

 

Status: 07.06.2022 

https://daslab.health/privacy

